
United States Department of State

Washington, D.C. 20520

December 4, 2017

Case No.: F-2016-17168

Segments: INR-0003

Ms. Scarlet Kim

Privacy International

62 Britton Street

London, Great Britain

Dear Ms. Kim:

I refer to our letter, dated November 02, 2017, seeking the release of certain Department of State

material under the Freedom of Information Act (the “FOIA”), 5 U.S.C. $ 552. The Department’s

review of records potentially responsive to your request is ongoing and has yielded three

responsive documents. We have determined that the three documents may be released in full.

All released material is enclosed.

We will keep you informed as your case progresses. If you have any questions, you may contact

Trial Attorney Carly Anderson at caroline.j.anderson@usdoj.gov or (202) 305-8645. Please

refer to the case number, F-2016-17168, and the civil action number, 17-cv-01324, in all

correspondence about this case.

Sincerely, '

Eric F. Stein, Director

Office of Information Programs and Services

Enclosures: As stated
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SUBJECT: DEFMNIN BRAZLEY DEFENDS P

REF: CANBERRA 3075 (NOTAL)

1. ON MARCH 31, DEFENSE MINISTER KIM BEAZLEY was

INTERVIE¥ED ON THE “SUNDAY” TELEVISION PROGRAM.
JE WAS ASKED A NUMBER OF QUESTIONS RELATING TO

REPORTS (REFTEL) THAT PINE GAP WAS BEING USED TO

SOLLECT INTELLIGENCE AGAINST GREECE AND MIGHT

BE ALSO USED TO INTERCEPT AUSTRALIA’S OWN

COMMUNICATIONS.
2. BEAZLEY STATED THAT HE WOULD CONTINUE TO

ADHERE TO THE GOA POLICY OF NOT COMMENTING ON
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SPECIFIC ALLEGATIONS ABOUT TRE DETAILED OPERATIONS

QF THE JOINT FACILITIES. HE SAID, HOWEVER, THAT
IT WOULD BEA MISTAKE TO ASSUME THAT A REPLY OF

"NO COMMENT” IMPLICITLY CONFIRMED WHATEVER
ALLEGATIONS ABOUT THE JOINT FACILITIES WERE

BEING MADE.

3. BEAZLEY ALSO STATED THAT THE GOA IS FULLY

AWARE OF EVERYTHING THAT TAKES PLACE AT THE

JOINT FACILITIES AND THAT GOA APPROVAL IS REGIIRED

FOR ANY SPECIFIC ACTIVITY. RBAZLEY SAID THAT

IN“ BECIDING WHETHER OR NOT TO GIVE AGREEMENT FOR

2 PARTICULAR. ASPECT OF THE JOINT FACILITIES,

THE GOA MADE ITS DECISION EASED ON THE FULLEST
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UNDERPINNING OF AUSTRALIAN FOREIGN POLICY AND OUR:

OWN OBJECT1VES, BEAZLEY SAID THAT HE BAD MADE

TRIS POINT TO ALP EA Cs RENCE RES WhO HAD ASAE
JOINT FACILITIES.ASOUT THE FUNCTIONING OF THE

4, BRAZLEY HXPLICITLY REJECTED THE SUGGESTION

THAT THE U.S. IS JSING THE FACILITIES TO spr Ok

AUSTRALIA. SE AFFIRMED THAT TER GOA KNOWS

EVERYTHING THAT TAKES PLACE AT TEE FACILITIES.

HE SAID THAT ZE COULD MAKE THIS ASSURANCE BASED

ON AUSTRALIA'S ON MONITORING, NOT SIMPLY ON

AMERICAN ASSURANCES, HE SAIZ MOTHING HAPPENS AT

THESE FACILITIES AROUT WRICE TEE GOVERNMENT IS

UNAWARE. NOTHING CAN BE DONE AT THESE FACILITIES

WITHOUT TER ACQUIESENCE OF TEE AUSTRALIAN

GOVERNMENT,

5, TEE “AUSTRALIAN” NEWSPAPER APRIL 1 PRINTED
BEAZLETOS REMARKS, PLUS AN ASSERTION EY any
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DEFENSE EXPERT DES BALL THAT BEAZLEY’S ASSURANCE

IS “SILLY.” PALL CLAIMED THAT HE HAS SPOKEN TO
INDIVIDJALS WORKING AT PINE GAP AND THAT THERE

WERE AT LEAST TWO AREAS OF THE FACILITY WHERE

AUSTRALIAN NATIONALS ARE NOT PERMITTED ENTRY — dos dew whew
THE U.S. NATIONAL COMMUNICATION AND CYPEER ROOM' ne YT ur are
AND THE "KEY POUM WHERE THEY (AMERICANS) DO THE Shoflow PY
FINAL ANALYSIS OF ALL INCOMING INTELLIGENCE. — Wo sucrt ARE a-
BALL CHARGED THAT THIS SITUATION IS UNSATISFACTORY |

AND THAT AUSTRALIAN NATIONALS SHOULD HAVE FULL

ACCESS TO ALL PARTS OF THE FACILITY.

5. THE “AUSTRALIAN” ALSO CARRIED A SEPARATE ARTICLE

BY ITS DEFENSE EXPERT PETER YOUNG “HO IS CURRENTLY

IN AUCELAND. YOUNG CLAIMED THAT THE CONSENSUS

AMONG INTELLIGENCE #@XPERTS IS THAT THERE IS NO

SUBSTANCE TO THE CHARGE THAT THE REPOSITIONING

DF A U.S. SATELLITE WAS DESIGNED TO SPY ON GREK

COMMUNICATIONS. YOUNG SAID THAT U.S. SOURCES

JAVE CONFIRMED THE SATELLITE HAS BEEN MOVED TO

ALLOW COVERAGES OF A DIFFESENCE FOOTPRINT. THEY

FAVE SAID THIS WAS INTENDED TO ALLOW CONTINGENCY

DOVERAGE FROM ALTERNATIVE U.S. AND ALLIED GEOUNT

STATIONS IN THE REGION IN THE EVENT OF TEE CLOSING
IF THESE FACILITIES BY THE LEFT-LEANING GREEK

FOVERNMENT. NESEN
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EMBASSY OF THE

UNITED STATES OF AMERICA

\

Canberra, June 4, 1998

67

Excellency:

I have the honor to refer to your note dated 4 June 1998

which reads as follows:

The

“I refer to the Agreement between the Governmentof

Australia and the Government of the United States of
America relating to the Establishment of a Joint Defence

Facility at Pine Gap done at Canberra on 3 December 1966,

as amended and extended (hereinafter "the Agreement”).

“The Government of Australia proposes that the
Agreement be extended for a period of ten years from 16

November 1998 and thereafter remain in force until

terminated. The Government of Australia further proposes

that after this extension has been in force for a period of
seven years, either Government may at any time notify the
other in writing that it desires to terminate the Agreement

in which event the Agreement shall terminate three years
after such notice has been given.

“If the foregoing proposals are acceptable to the:
Government of the United States, I have the honor ta

propose that this Note and your confirmatory reply thereto

shall together constitute an Agreement between our tuo

Governments concerning this matter which shall enter into,

force on the date that the Government of Australia notifies

the Government of “the United States of America that all
domestic procedures as are necessaryto give effect to this
Agreement in Australia have been satisfied.”

Honorable

Alexander Downer, M.P.,

Minister for Foreign Affairs,

Parliament House,

Canberra.
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JUL-31-98 11:59 FROM:LEGAL | Lis LOAD . Em

THE HON ALEXANDER DOWNER MP MINISTER FOR FOREIGN AFFAIRS

PARLIAMENT HOUSE

CANBERRA ACT 2600

4 June 1998

Her Excellency Mrs Genta Holmes

Ambassador

Embassy of the United States of America

YARRALUMLA ACT 2600

Madam,

I refer to the Agreement between the Government of Australia and the Government of

the United States of America relating to the Establishment of a Joint Defence Facility ar

Pine Gap, done at Canberra on 9 December 1966. as amended and extended (hereinafter

“the Agreement“).

The Government of Australia proposes that the Agreement be extended for a period of

ten years from 16 November 1998 and thereafter remain in force until terminated. The

Government of Ausualía further proposes that after this extension has been in force far

a period of seven years, either Government may at any time nodfy the other in writing

that it desires to terminate the Agreement in which event the Agreement shall terminate

three years after such notice has been given,

If the foregoing proposals are acceptable to the Government of the United States, I have

‘the honour to propose that this Note and your confirmatory reply thereto shall together

constitute an Agreement between our two Governments concerning this matter which

shall enter into force on the date that the Government of Australia notifies the

Government of the United States of America that all domestic procedures as are

hecessary to give effect to this Agreement in Australia have been satisfied.

Accept, Excellency. the renewed assurances of my highest consideration.

boa
ALEXANDER DOWNER
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JUL-31-Y8 11: 59 FROM: LEGAL

I have the honor to confirm that the Government of th
e

United States of America accepts the proposals contained 
in

your Note and that your Note and this reply shall co
nstitute an

Agreement hetween our two Governments concerning this m
atter

which shall enter into force on the date that the Gevernment o
f

Australia notifies the Government of the United States of

America that all domestic procedures as arte necessary to give

effect to this Agreement in Australia have been satisf
ied.

Accept, Excellency, the renewed assurances of my highes
t

consideration.

Australia . )

Australian Capital Territory Iss

City of Canberra 3

Embaxsy of the United States of America }

|, the undersigned consular officer cf the United States of
America, duly commissioned and qualified dq hereby certify thet

- the foregoing ls a rue and faithtul copy of the criginalcenttied
copy exhiblied to me the same having been carefully examined by
me and compared with the said original certified copy and found
to agree herewith word for word and figure for figure.

IN WITNESS WHEREOF [ have hereunto set my hand and

affixed the seal of the Embassy al Canberra, Australia this
¿ET day June ot 256 :

eins A TRA,
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SUBJECT: C5C DOCUMENTARY Ge LEÍ ESTATE®ON INTELLIGENCE
ACTIVITIES. | ; o

1, SUMMARY: Cac DOCUMENTARY JANUARY o DEALT WITH ACTIVITIES
OF INTELLIGENCE COMMUNITY WITH PARTICULAR FOCUS ON CANADA
AND US, FEATURING FORMER CIA, NSA, AND STATE/INR EMPLOYEES
AMONG OTHERS” MAIN THRUST CF PROGRRAM HAD PRE DOMINANCE OF

U.S. INTELLIGENCE AGENCIES AND CPERATIONS IN RESPONSE TO

QUESTIONS EN COMMONS JANUARY 13. EAT AFF GECRETARY SHARP CALLED
PROGRA: HISCHIEVOUS AND MISLEADING, PREMIN TRUDEAU SAID
PROGRAM CONTAINEG ONLY ALLEGARIONS, MANY OF WHICH HE KNEW

TO BE FALSE, ANC: WOULD NGT AE - DRAWN INTO DETAILED DISCUSSEON,
END SUMMARY . :

2, CBC TELECAST HOUR LONG DOCUMENTARY. CÁLLED THE FIFTH
ESTATE" JANUARY = ON THE INTELLIGENCE COMMUNTT Y tu CANADA
AND THE U.S. PROGRAM OPESED WITH SCENE OF INDIVISUAL

DET TED AS "CIA OYTAA STATION CHIEF CLEVELAND CRAM
DEPARTING RESIDENCE IN Gary RT MP LIASSON OFFICER GRANDIS HAS
IDENTIFIED AS CANADIAN CHSASSY IRYE LL IGENCE OFF ECE IN
WASHINGTON, FORMER NSA EMALOYEE WENSLOW PECK NAS SNTERVIEWED
AND STATED THAT NSA MONETORS COMMUNICATIONS OF ALL EMBASSIES

to“
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PAGE 02 GTTAWA osioe 1023472 ' Cac LOU a>, crIN WASHINGTON INCLUDING : THE, CANADIAN EMBASSY” _PECK SAÏD THAT “s/sSs

J NSS UND GURTEDLY HAS GREAT SULEESS tN SONLIOR INS CANADIAN oo
GOVERNMENT COMMUNICATIONS BETREEN WASHINGTON AND OTTAWA AND
BETWEEN OTTANA AND CANADIAM EMBASSIES AROUND THE WORLD,
PECK ALSO REFERRED Yo UKUSA AGREEMENT WHICH HE Sain NEVICED
WORLD UP BETWEEN SEVERAL HAJOR COUN TRIES INCLUDING US, UK,

CANADA, AUSTRALIA, AND THAT CANADA HAS RESPONSIBILITY FOR THE
POLAR REGION, PECK SAID THAT ALL PRS ORMATION FROM THE SIGNATORIES
OF THe- AGREEMENT IS GIVEN TO THE US AUT THAT THE US DOES NOT
TOTALLY RECIPROCCATE. PECK SAID VIRTUALLY ALL INFORMATION
SATHERED BY CANADIAN NSa EQUIVALENT THE CBNRC, IS GIVEN
TO THE US. FORMER CANADIAN INTELLIGENCE| HEAD WILLIAM KELLY
SAID THAT IT WOULD DE STUPID FO ASSUME THAT NSA PAS NOT
MONITORING CANADIAN GOVERNHENT, COMMUNICATIONS).

es teem sie

35 REFERENCE HAS ALSO MANE To:ALLEGED EXTENS:VE NSA ELECTRONIC
| INSTALLATIONS IN NORTHERN CANADA AU. PunPORTED

ROVISION OF INYELLI “ENCE - to TA BY- CANADIAN OFFICIALS ONTee VIETNAM AND AT EMBASSY CUE A.”
4. SECOND HALF OF PROGRAM.WAS PEVOTEO PRIMARILY ro. SATELLITE
INTELLIGENCE GATHERING, Uso FLIGHTS». AND REFERENCES TO Cla
PROGRAMS IN VIETNAM, OTHER PARTICIPANTS IN PROGRAM INCLUDED
FORMER STATE DEPT. INR OFFICER JOHN Da MARK, VICTOR MACHETTI
AND PORTON HALPERIN HHO SAIN THAT CANADA MOULR pi UNIQUEEE
US INTELLIGENCE ACTIVITIES TK FHT COUNTRY HERE LIMITES TO
LIAISON. Lo . a

$, MATTER«AS RAISED IN COMMONS: QUESTION Period JANUARY 10
BY FORMER PRIMIN DIEFENG AKER, WHO CALLED PROGRAM "DISRUPTIVE
CF USL CANADIAN RELATIONS”A DIEFENSAKER ASKED WHETHER PROGRAM
HAD BEEN SiyBMETTED TO CANADIAN, SECURITY GFFICLALS, WHETHER
CE MRC PERFORMED ELECTRONIC SURVEILLANCE tN COOPERATION WITy
NSA, AND ABOUT ROLE OF CAMADIAI! DIPLOMA TS”, EN NORTH yFETNAM AND
CUBA WHO WERE ACCUSED ON PROGRAM OF CARRYING ON COVERT
INTELLIGENCE FOR USG, EXTAFF SEECRETARY SHARP BEPLIES EN
GENERAL. TERMS, CALLING PROGRAM "MISCHIEVOUS AND MIS
LEADING,© SHARP SAUD NOTHENG HAD CHANGED IN CASE OP.
INTELLIGENCE COO-ERATION WITH Us SINCE DICFENHAKENTS |
GOVERNMENT) POIMIN TRUDEAU REFNGEND. TO ADMET PHOGRAH INVOLVED
APEVELATIONSA BUT.“CALLED THEM MALLEGATION, MANY OF WHICH

AS
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HE KNEW 10 BE FALSE. TRUDEAU sáto 60€ NOT INVOLVED TARE ape ums
ELECTRONIC ESPIONAGE ABROAD, AND. REFUSED TO DISCUSS NETH

OF CCLLECTION OF INTELLIGENCE INSIDE. CANADA, TRUDEAU DENTED +
Foco CANADIAN MEMBERSHIP TN q URSS: AND SAID EXCHANGE OF INTELLIGENCE

WITH US AND OTHR ALLIE WAS NORMAL AND CONTINUING PROCESS.

CEL VIDEO TAPE RECORDING OF PROGRAM WELL BE DELIVERED, To sou “ o

o NECARTSY, USTAZ Ino IN WASHINGTON ON JANUARY E! 197 do o :5/S-
aSCHMIDT. Loges bout Be Ee ee a SEL LORS las
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