United States Department of State

Washington, D.C. 20520

December 4, 2017

Case No.: F-2016-17168
Segments: INR-0003

Ms. Scarlet Kim
Privacy International
62 Britton Street
London, Great Britain

Dear Ms. Kim:

I refer to our letter, dated November 02, 2017, secking the release of certain Department of State
material under the Freedom of Information Act (the “FOIA”), 5 U.S.C. § 552. The Department’s
review of records potentially responsive to your request is ongoing and has yielded three
responsive documents. We have determined that the three documents may be released in full.
All released material is enclosed.

We will keep you informed as your case progresses. If you have any questions, you may contact
Trial Attorney Carly Anderson at caroline.j.anderson@usdoj.gov or (202) 305-8645. Please
refer to the case number, F-2016-17168, and the civil action number, 17-cv-01324, in all
correspondence about this case.

Sincerely,

Eric F. Stein, Director
Office of Information Programs and Services

Enclosures: As stated
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SUBJECT: DEFMNIN BRAZLEY DEFENDS P
R¥F: CAMNBERERA 3075 (NOTAL)

1. ON MAKCH 31, DEFENSE M;NISTEH 1M BEAZLEY WwWAS
INTERVIEWED ON THE SUNDAY TELEVISICN PROGRAM.
18 WAS ASXED & NUMBER OF QUESTIONS RELATING TO
IEPORTS (R¥FTEL) THAT PINE GAP WAS RBBING USEL TO
SOLLECT INTELLIGENCE AGAINST GHEECE AMD MIGHT

BE ALSO USED TO INTERCEPT AUSTRALIA’S OWUN
COMMINICATIONS. : ,

2. BEAZLEY STATHD THAT HE WOJLD CONTINYE TO
ADHEERE TO THE G0A POLICY OF NOT COMMENTING ON
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SPECIFIC ALLEGATIONS ABOUT TBE DETAILED OPERATIONS
OF THE JOINT FACILITIES. HE SAID, HOWEVER, THAT
IT WOULD BE A MISTAXE TO ASSUME THAT A REPLY OF
“NO COMMENT ™ IMPLICITLY CONFIRMED WEATEVER
ALLEGATIONS ABQIT THE JOINT FACILITI®ES WERE
BEING MADE.

3. EEBAZLEY ALSC STATED THAT TH® 604 I35 FULLY
AWARE OF EVERYTAING THAT TAKES PLACE AT THE

JOINT FACILITIES AND THAT GOA APPROVAL IS KECUIRED
FOR ANY SPKCIFIC ACTIVITY. FEBAZLEY SAID THAT

IN“DECIDING WHETHER OR NOT TO GIVE AGREEMENT FOR

& PARTICULAR. ASPECT OF THE JOINT FACILITIES,

THE GOA MADE 173 DECISION BASED ON THE FULLEST
UNCLASSIFIED / ' PAGE
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UNDERPINNING OF AUSTRALIAN FOGREIGN POLICY AND OUR -

Q¥N OEJECTIVES. E¥AZLEY SAID TiaT HE HAD MADE

THIS POINT TO ALP FACKEENCHBES WHO HAD ASKER

A30UT THE JNLLIORIN& OF THE JOINT FACILITIES.
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4. PREAZLEY BXPLICITLY REJECTEL THYE SUGGESTION
1HQL THE U.S. IS JUSING THE #aCILITIES TO 3pY ON
USTRALIA. HE AFFIRMEL THAT TH® GOA KNOWS
RJERY!HIN THAT TAKES PLACE AT TEE FACILITIES.
AE SAID THAT HE COULD MAKE THRIS ASSUEANCE BASED
ON AUSTRALIA’S OWM MONITORING, NOT SIMPLY ON
AMERICAN ASSURANCES. HE SAIL MNOTHING HAPPENS AT
TaESE FACILITIES ASROUT WEICHE TEE GOVERNMENT IS
UNAYWARE. NOTHINMG CAN EE DONE AT THESE FACILITIES
WITHOUT THE ACQUIESENCE OF THE AUSTHALIAN
GOVEFNMENT

5. THE AUSlnALIAN' NEWSPAPER APRIL 1 PRINTED
BEAZLEY'S REMARKS, PLUS AN ASSERTION BY ANY
UNCLASSIFIED
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DEFENSE EXPERT DES BALL THAT BZAZLEY’'S ASSUEANCE

IS "SILLY. vaL CLAIMED THAT HE HAS SPUKEN TO
INDIVIDJALS WORKING AT PINE GAP &ND TART THERE

WERE AT LEAST Tuo AREAS OF THE FACILITY WHERY
AUSTRALIAN NATIONALS ARY NOT PEEMITIED ENTRY --

THE U.s. " NATIONAL COMMUNICATION AND CYPERR ROOM — CO®
AND THE "KEY RPOUM WHERE THERY (AMERICANS) DO THE su@aow'?ﬁM
FINAL ANALYSIS OF ALL INCOMING INTELLIGENCE. — wo sSucr AREA-
BALL CHARGZD THAT THIS SITUATION IS UNSATISFACTORY ’

AND THAT AUSTRALIAN NATIONALS SHCULL HAVE FULL

ACCESS TO ALL PARTS OF THER FACILITY.
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5. THE "AUSTRALIAN" ALSC CARRIED & SEPARATE ARTICLE

BY ITS DEFENSE EXPERT PETER YOUNG “HO IS CURRENTLY
IN AUCKYLAND., YOUNG CLAIMED THAT THE CONSEWSUS
AMONG INTELLIGENCE ZXPERTS IS THAT THERE IS NO
SUBSTANCE TO THE CHARGE THAT THE REPOSITIONING

¥ & U.S. SATELLITE WAS DESIGNED TO SPY ON GREEX
OMMUNICATIONS., TYOUNG SAID THAT U.5. SOURCES

JAVE CONFIRMED THE SATELLITE HAS BEEN MOVED TO
ALLOW COVERAGE OF & DIFFERENCE FOOTPRINT. THEY
FAVE SAID THIS %43 INTENDED TO ALLOUW CONTINGENCY
COVERAGE FR0M ALTERNATIVE U.S. AND ALLIED GEUUNT
STATIONS IN TEE KEGION TN THE EVENT OF TEE CLOSING
O¥ ThESE FACILITIES BY THE LEFT-LBANING GRESK
sOVERNMENT . NESEN
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EMBASSY OF THE
UNITED STATEZS OF AMERI|Ca

\

Canberra, June 4, 18388

67

Excellency:

I have the honor to refer to your note dated 4 June 1998

which reads as follows:

The

“I refer to the Agreement between the Government of
Australia and the Government cf the United States of
aAmerica relating to the Establishment of 8 Joint Defence
Facility at Pine Gap done at Canberra on 9 December 1966,
as amended and extended (hereinafter "the Agreement®).

*The Geovernment of Australla proposes that the
Agreement be extended for a period of ten years from 16
November 1998 and thereafter remain in force umntil
termipated. The Government of Australia further proposées
that after this extension has been in force for a periocd of
seven years, either Government may at any time notify the
other in writing that it desires to terminate the Agreement
in which event the Agreement shall termrinate three years
after such notice has baen given.

*If the foregoing proposals are acceptable to the
Government of the United States, I have the honor to
propose that this Note and your confirmatery reply thereto
shall together constitute an Agreement between our two
Governments concerning this matter which shall enter into
force on the date that the Government of Australia notifies
the Goverrnment of "the United States of America that all
domestic procedures as are necessary to give effect to this
Agreement in Australia hsve been satisfied.”

Honorable
Alexander Dowvner, H.P.,
Minister for Foreign Affairs,

Parliament House,

Canberzra.
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THE HON ALEXANDER DOWNER MP MINISTER FOR FOREIGiv AFFAIRS
PARLIAMENT HOUSE
CANBERRA ACT 2600

4 June 1998

Her Excellency Mrs Genta Holmes
Ambassador

Embassy of the United States of America
YARRALUMLA ACT 2600

Madam,

I refer 10 the Agreement between the Government of Australia and the Govemment of
the United States of America relating 1o the Establishment of a Joint Defence Facility at
Pine Gap, done at Canberra on § December 1966, as amended and extended (hereinafter
"the Agreement'’).

The Government of Auswralia proposes that the Agreernent be extended for & period of
ten years from 16 November 1998 and thereafter remain in force undl tecminated. The
Government of Austalia further proposes that after this extension has bzen in force for
a period of seven years, either Government may &t any time notdfy the other in writing
that it desires o rerminate the Agreement in which event the Agreement shall teaminute
three years after such notice has been given,

If the foregoing proposals are accepable 1o the Government of the United States, I have
-the honour to propose that this Note and your confirmartory reply thereto shall together
constiwee an Agreement between our two Governments conceming this martter which
shall enter into force on the date that the Government of Ausrralia notifies the
Govemment of the United States of America that all domestc procedures as are
necessary (o give effect to this Agreement in Auswalia have been satisfied.

Accept, Excellency. the renewed assurances of my highest consideration.

ALEXANDER DOWNER
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I have the honor to confirm that the Government of the

United States of America accepts the proposals contained in
your Note and that your Note and this reply shall constitute an
Agreement between our two Covernments concerning this mattez

which shall enter intoc force on the date that the Government of

Australia notifies the Government of the United States of
America that all domestic procedures 3s are necessary to give
effect to this Agreement in Australia have been satisfied.

Accept, Excellency, the renewed assurances of my highest

consideration.

Australia . )
Augtraliun Capital Territary ) ss
City of Canberra )

Embyissy of the United States of America }
}, the undersigned consular officer of e United Siates of
America, duly commissioned and qualified dq hereby certify thst
- ihe foregaing ls 8 wue and faithiul copy of 1he eriginal/centified
copy exhiblled 10 me the same having baen carelully examined by
me and compared with the said original certitied copy and found
10 agree herswith word for word and figure for figure.
IN WITNESS WHEREOF [ have hereunto set my hand and
affixed the seal o! e Embassy at Canberra, Australia this
¢ ™™= day Junz o 1996 :

............................... e ey YY)
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1. SUMMARY: cac n0cUuFNTAQY JENUARRY o DEALY wITH ACTIVITIES

oF INTYELLIGENCE COMMUNITY WITH PanTIgULAR FOCUS ON CaNADA

AND U.S,, FEATURING FORMER Cla, NSA, AMD STATE,INR EHPLOYEES
AMONG OTHERS. MAIN THRUST CF FROGR AN HADS PREQDUINANCE OF

U, S, NI&LLIJFNCF AGEHCTES ann OPekATgou o 1N RESPONSE TO
QUESTIONS IN cOWHMONS JANUARY 1d. [KIMF LE‘.CRFTJ\RY SHaRP CaLLED
PROGRAY 4ISCHIEVQUS AND uI“L_NDIVG PRIMIN TRUDEAU BAID
PROGRAM CONTAINEG ONLY ALLEGATIONS, #eNY OF WHICH HE KNEW

70 8E FALC”, ANC- WOULD NLT nE - anuh INTO DETAILED DISCUSSEON]
END SUMMARY . ;

2. CBC TELECASTY HOUR LO%G DCCIWCN;ARV CA;Lrn ,TH FIFTH
ESTATE™ JANUARY <+ OMN THE INTELLIGENCE COuMUNYTY (N CaNaDa
AMD THE U,S. PROGRAR OPELED WITH SCENE OP lNﬁIV!‘UA{
TDENTIFIED . AS "C1A O }Tﬁfa STAVION CHIEF CLEVELAND CRAMM
DEPARTING RESIDENCE N CAR. RCMP L1AISON OFFICER GRAND{S WAS
TOENTIFIED AS CANADIAN Ci4ASSY IHYELL IGENGE OFFEFCEA IN
KWaASHINGTOH, FORMCR -NSA [uILO0YER WINSLOW PECK HAS INTERVIEWED
ANG STaTED THAT NSa MOMITORS COMMUNICATEIONS GF ALL EMBASSIES
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IN wAsHm.,Tom KN(‘LUDING YHE C,&NAD!AN EMBASSY. PECK SAID THAT S/

CONDA RNOGURTEDL Y HaS CREAY-:UrltS< tN ,DNLTAPIN' COANAT R AN
GovERNHENT COMMUNICATICONS BETHEEN wWASHINGTON HND O0TTanA AND

BETHEEN OTTAlA AWD CAhﬁUXAN £VBASSIES AROUND THE WORLD,

PECK ALSO REFERRED Y0 UKUSy AGR:“PFNT YHICH Hr Splp nxvlctn

WORLD Up BETWEEN SEVERAL HAJOR COUR!R[ES INCLUDING ‘U3, UK,

CANADA, AUSTRALIA, AND THAT CANADA HAS RESPONGIBILIYY FOR THE

POLAR REGEION, PECK SAID THAT ALL. l”““RMATION FROM THE SIGNATOREICS

OF THE- AGREFUEMT IS GIVEN TO THE U5 AUT THAT THE US DOES NCY

TOTALLY RECIPROC gTF PECK Sa{D V!RTUALLY ALL INFORMATION

SGATHERED BY CAMADIAN NSy EQUIVALENT, THE CpHRC, 1S GIVEN

T0 THE bk FORMER CANAﬂiaN !N»EL[[G “NCE HEAD WILLIAM KELLY

SAID THAT 17 HOULD BE STUPID T0 a5SUME THAT NGA WAS NOT

MONITORING CANADIAN scvrnNMEdT COMMUNICATIONS .

SRSV D

3. REFERENCE WAS AL S0 MAnr Y0 ALLFGCD EXTENS;VE NSA ELECTRON{C
C SURVETLLANCE 1VSTALLA1§OH AN VOQTHERA PAN;DA AN‘ Pu PGRT*“

.o
)

PRCOVYISION OF [NT&'LLI CNCF 10 L‘)r ayY- CANAD!AN OFF{CIALJ 0’4
JCC ViETNAM AND AT C)‘BACQY CUQA@

4. SEZOND HALF OF PPWGRA( WAS anon?n PRIMARILY To SATELLITE
‘NT&LLIGL?C‘ GATHERING, Uep FLIGHTS, AND REFERENCES Y0 ClA
PROGRAMS 1IN viLTrﬁ' OTHER PARTICKPAN'“ N PRAGRAM INCLUDED
FORMER sTATE nEPT. I8NR OFFICER JOKN D, HARh VICTOR WMACHETTIL
AMZ MORTCN HALPZ2IN WHO SAID THAT CANADA OULp o UHIQUE IF
US (INTELLIGENGE LCTEVITIRS 1IN Tmfr‘cﬁwurav WERE LIMITED TO
LIAISON . P f ' . IRL

3, MATTER wAS RAISED IN [OMMONS QUESTION PERIOD JANURv ig

BY FORMER ppran Dsz;hakKuR WHQ CALLED PROGRAM "DISRUPTIVE
OF US. CANADIAN RELATIONS  » Dl&FENqAKFQ A%K&D WHETHER FEOGRAM
HaD BEEM SHBWITTED T9 CANADY AN, SEr: RITY GFFICLIALS, WHETHER
CoMRC PEQFORH&M CLECTRDV]C oUlVr;LLAVCt AN COOFERATION WiTy
NSA, A\P ABOUT ROLE OF CAMADIAN DEPLOMATS EN NORTH vIETNAM AND
CUBA WHO WERE ACCUSED ON PROGRAM OF CARRYING ON COVERT
INTELLIGENCE FOR USG. EXTAFF St CRETAQY SHARP BEPLIE; IN
GENE?AL TERMS, CALLING PROGRAM "MISCHIEVOUS 7HD 4IS-

LEADING, n GHanP SALD NOTHENG HAD CHAuGFo IN CAGE OF
INTELLIGEMNCE 00 : FR\T!UN HITH UG SIMGE DIEFENHAKER'S :
GOVERNMENT, "PRIMIN FRUDZAU REFUG BN T ADMET PHOGRAY INVOLVED
“PCVELATIONS" BUT . CALLLD THrH "ALLEGAY!ON" uANY OF “HICH
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© HE KMEW TO BE FAUSE. TRUDEAU sAXn GOc No: !NVOLVFD (Q““x~*”1'£w‘

ELECTRONIC ESPIONAGE ABROAD, AND. REFyUSED 70O SCUSS METH
OF CCLLECTIO\J oF [HTCLLAO‘_ “(o:r Hiqgg(‘ CANéxjA,D%f;USt‘AU DETP\]O{E)[S)

<. CANADIAN MEMBERSHIP xu "UK“SA" AND SAID EXCHANGE OF INTELLIGENCE

wITH US AND OTHR ALL! ﬂ« NON“AL AND CONTINJIM' pROCESS

_ 5. VIDEQ TaFc DFfOPQENG QF PROGRAM WILL Gt DE ;yppgn T0 JOHV
- SUCARTNY, MH‘A/!!u IN VAs HJNGTON ON JANUAHY 1%, 19/&0 ;
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